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-
Cloud computing

Poskytovani IT (vypocetni kapacita a
uloziste, software) pres internet




Spravci/zpracovatelé osobnich Udaju
- GDPR, zakon ¢. 110/2019 Sb., o zpracovani osobnich udaju

0 Verejna sprava (+ dalsi poskytovatelé vyznamnych sluzeb)
- zakon ¢. 181/2014 Sb., o kybernetické bezpecnosti

Regulatorni Bankovni a financni instituce

pozadavky - zakon ¢. 21/1992 Sb., o bankach, vyhlaska 163/2014 Sb.
na cloud
computing

Dalsi regulované oblasti

napr. povinnost micenlivosti advokata dle zakona ¢. 85/1996 Sb., ©
advokacii




Zpristupnéni obsahu dat

= Microsoft zpristupni zakaznicka data pouze, kdyz jsme tak
povinni ucinit dle zakona

Zpfistupnéni »  Microsoft se pokusi presmerovat zadost na zakaznika
tretim

stranam

» Pokud jsme nuceni zpristupnit zakaznicka tak o tom
zakaznika informujeme, neni-li to rozporu se zakonem




Role poskytovatele Cloudu z pohledu GDPR
Spravce: urcuje ucely a prostredky zpracovani osobnich udaju
- zakaznik poskytovatele cloudové sluzby
/pracovatel: zpracovava osobni Udaje pro spravce
- poskytovatel cloudové sluzby
Subjekt osobnich Udaju: fyzicka osoba
- zakaznik, zamestnanec spravce, pacient poskytovatele zdravotnické péce

GDPR mimo Cloud — MS nema zpravidla roli zpracovatele



Sdilena zodpovednost za bezpecnost v cloudu

Shared responsibilities

Microsoft understands how different cloud service models affect the ways that responsibilities are
shared between CSPs and customers.

Responsibility On-Prem laaS PaaS  SaaS

Data classification
& accountability

Client & end-point
protection

Identity & access
management

Application
level controls

19, Ipracovani osobnich ddaji
W riirmci svaji rode zpracavatele & dildiho rpracovatele osobnsch ddajl v souvislosti 5 produktem nebo poskytowanim odbornych slufeb spoletnost

Microsoty plijimd rdvarky v souladu 5 sbecmymi podminkami nafizeni Evropské unie o achrand osobnich Goajl v pfiloze 4 podminek slufab online
ik wiem zakaznikum 5 OEinnosti ke dni 25, kvEtna 2018,

Network controls

Host infrastructure

Physical security

. Cloud Customer . Cloud Provider



Umela inteligence - eticke otazky
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SpravedInost Spolehlivost Soukromi a Inkluze
bezpecnost

(o) Transparentnost

@ Odpovédnost
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Burger King Created A
Commercial That Hijacks Your
amazon | Google Assistant

Ryan Whitwam Cor o

alexa

Most of us have come to terms with the moderately intrusive nature
of advertising in the modern world, but sometimes a company just

goes too far. Today, that's Burger King, which has rolled out a new TV

VIiZ/Z Hey Alexa, iS it true d TV advert made spo.t that sh?ehums its ﬁ-va,\‘into.real life by hijacking vour Google
U m e | a Amazon Echo Ol'der Cat food? Assistant. It's not an accident, either.

inteligence a P ——
odpovednost |

Tay
Al fam from the

internet that's got
zero chill.

QB y

An Amazon Echo owner has tried to get a television advertising campaign for It sounds like Microsoft's Tay chatbot is getting a time-out, as Microsoft
the smart speaker banned after the Alexa virtual assistant attempted to order instructs her on how to talk with strangers on the Internet. Because, as the
cat food when it heard its name on an ad. company quickly learned, the citizens of the Internet can't be trusted with that

task.




Umela inteligence - pravni otazky

Ochrana soukromi a osobnich udaju
 GDPR
« Sbeér a zpracovani osobnich udaju

« cl. 22 — pravo nebyt predméetem zadneho rozhodnuti zalozeného vyhradné na
automatizovaném zpracovani

Odpovédnost za skodu zpusobenou systémy na bazi Al

« Smernice 85/374/EHS o sblizovani pravnich a spravnich predpisu clenskych statu
tykajicich se odpovednosti za vadné vyrobky

* tradicni koncepce odpovednosti za skodu




— Nove
_—> koncepty

povinné pajisteni
princip “obezretnosti”

povinné certifikacni
procesy

povinna registrace




Déekuji!
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